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Abstract In this paper, an innovative, optimized and coordi-
nated vehicle recovery network system is designed and ana-
lyzed. This system safeguards private property for all citizens,
significantly enhances an existing vehicle recovery and anti-
theft system, and improves the success rate for vehicle recov-
ery. This study is not only applicable to a single vehicle but
also considers the entire vehicle anti-theft communication net-
work and connects all individual vehicles to an innova-
tive, optimized and coordinated vehicle recovery network.
Algorithms are investigated and integrated to create a highly
accurate, fast, safe, and efficient innovative system that is ca-
pable of locating targets in any environment, regardless of the
length of the communication distance and whether the com-
munication comprises indoor or outdoor communication with-
in a small area. The current study evaluates the performance of
the approach by conducting computer simulations. The simu-
lation results reveal the strengths of the proposed optimized
and coordinated vehicle recovery system in terms of a reduced
search time, an increased success rate of tracking and an im-
proved success rate for vehicle recovery in VANETSs.

Keywords Vehicle recovery - Anti-theft network - VANETs

1 Introduction

In countries with advanced intelligent transportation systems
(ITSs), such as the United States, Canada, Japan and the
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European Union (EU) countries, development trends in recent
years have gradually shifted from independent development
toward integration. The overall development direction is to
leverage an integrated vehicle infrastructure system to achieve
the goals of energy saving, carbon dioxide (CO2) emissions
reduction, transport system safety improvement, and traffic
congestion control. Typical projects include vehicle infra-
structure integration (VII) in the United States, Smartway in
Japan, and cooperative vehicle infrastructure systems (CVISs)
in the EU. Therefore, an investigation of the progress of VII
integration system development in developed countries and
the feasibility of the domestic development of VII systems is
a major research topic that can provide support for transpor-
tation departments in establishing or adjusting policies and
strategies for future ITS development.

ITS architecture provides a framework for the much needed
overhaul of highway transportation infrastructure. The archi-
tecture’s immediate effects include alleviating vehicle traffic
congestion and improving operational management to pro-
mote public safety by such means as collision-avoidance im-
provements. Equipping vehicles with various on-board sen-
sors and implementing vehicle-to-vehicle (V2V) communica-
tion will allow for large-scale sensing and decision-making
and will help to control actions in support of these goals [1].

Countries that are involved in promoting and developing
ITS are expected to leverage the momentum of ITS technolo-
gy to transform transportation into a positive force that can
create healthy and sustainable global economies and achieve
the goals of expanding motorized power, improving transpor-
tation safety, relieving congestion, sustaining economic
growth and creating sustainable environments. The deploy-
ment of ITS can achieve comprehensive and accurate vehicle
recognition, real-time dynamic road condition monitoring,
road control, inspection of stolen vehicles [2], and tracking
of runaway vehicles in accidents. From a service perspective,
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communication devices, such as mobile phones, can be
employed to publish road condition information via multiple
platforms in a timely manner, guide and divert motor vehicles,
and effectively relieve traffic congestion.

Many developed countries have invested a significant
amount of human resources and capital to conduct tests using
large-scale Internet of Vehicles technology [3]. The Institute
of Electronics and Electrical Engineers (IEEE) published
802.11p as the technology for wireless access in vehicular
environments (WAVE). Based on the Internet of Things, the
Internet of Vehicles will become another symbol of future
intelligent cities. 802.11p is a communication protocol that
is extended from the IEEE 802.11 standard, which is primarily
employed in dedicated short-range communication in ITS.
802.11p supports the data exchange between high-speed ve-
hicles and between vehicles and the ITS roadside infrastruc-
ture. 802.11p has multiple enhancements for the unique ve-
hicular environment; it also employs more advanced
switchover mechanisms and mobile operations, as well as
enhanced safety [4—6], identification, and point-to-point
authentication.

Vehicular information and communication technology
integrates communication and information. Vehicular in-
formation and communication technology has introduced
functions and services, such as video and audio enter-
tainment inside vehicles, global positioning system
(GPS) positioning and navigation, sightseeing spot
searching, parking lot and gas station guides, and 3G
wireless communication. Next-generation vehicular infor-
mation and communication systems will focus on dedi-
cated short-range communication (DSRC) between vehi-
cles, between vehicles and roadside units, and [7, 8]
between vehicles and public infrastructure to enhance
various services, such as driving safety alarms, dynamic
real-time navigation, energy savings, carbon reduction
and vehicle anti-theft. WAVE/DSRC is expected to be-
come a major trend and to provide fast-moving vehicles
with multi-channel operation architecture to enable ve-
hicular and roadside devices to establish vehicle-to-
vehicle (V2V) and vehicle-to-roadside (V2R) short-
range communication in high-speed driving environ-
ments. When this system connects to existing communi-
cation systems [2, 9, 10], such as Wi-Fi, WiMAX, and
3.5 G, features such as dynamic navigation, real-time
road condition notification and driving safety alarms
can be achieved.

A vehicle will become “the 3rd intelligent space” after the
home and workspace. In the future, people, vehicles, and
roads will integrate with terminal devices, service centers,
service facilities and roadside devices in the environment via
heterogeneous networks to form an interconnected network.
Thus, scattered information can be integrated to facilitate the
interaction between vehicle users, vehicles and the

surrounding environment. The use of inter-vehicle communi-
cation technology will create new experiences for drivers and
passengers that generate feelings of comfort, convenience,
cleanness, energy efficiency, time efficiency and safety.

Vehicles are a natural theft target because they are expen-
sive and can be easily disposed of and driven away. The first
recorded vehicle theft case in history occurred in 1896, ten
years after the invention of the vehicle. Vehicle theft cases
have continued to increase since that time. Statistical data
show that a car is stolen in the United States every 20 seconds
on average.

Because vehicles have become increasingly popular world-
wide, vehicle safety management has gained significant at-
tention. Vehicle anti-theft systems have also gained popularity.
The anti-theft systems that are currently available in the mar-
ket can be divided into two categories: a Global System for
Mobile Communications (GSM) notification system and a
satellite positioning and tracking system. An effective vehicle
recovery and protection system can locate a car in real-time,
immediately notify the car owner in the event of an anomaly
and obtain the vehicle’s current location and condition.
Because the system can locate a vehicle in real-time, it may
lead to the arrest of the thief. In recent years, vehicle anti-theft
and vehicle recovery systems have integrated GSM/General
Packet Radio Service (GPRS) wireless communication with
GPS satellite positioning to notify the vehicle owner.
However, the scarcity of wireless communication base sta-
tions, attenuated signals and insufficient GPS positioning
information in a small area cause notification failure and
hinder locating the vehicle within a short period of time.

This paper contributes to the research literature in four ma-
jor areas: 1) using a cyber-physical alarm system to form the
vehicle recovery network; 2) increasing the success rate of
tracking; 3) reducing the search time for a stolen car; and 4)
reducing the packet loss ratio in city environment zones to
achieve these goals. In addition to system simulation and anal-
ysis, we also implement a modularized prototype of a vehicle
road integration positioning system.

The rest of this paper has the following organization.
Section II discusses related research on the VII problem.
Section III describes the system model and the VDTNs for
the vehicle recovery system in Section IV. Section V dis-
cusses the simulation. We present evaluations of ex-
periments and implement the model in Section VI. Section
VII concludes this paper and identifies future research
directions.

2 Related work
This section reviews important attempts at applying VII com-

munication in VANETs. Cloud services and intelligent vehi-
cles method are described.
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2.1 VII system

A VII system focuses on real-time communication between
“people, vehicle and road” systems. To accommodate differ-
ent environments, proper wireless transmission media are
employed for transportation system integration. During the
initial stage of ITS development, terms such as “vehicle”,
“road”, mean ordinary car and street represent vehicles in
land, water and air transport systems and their transport routes.
“People” can obtain intelligence and guidance about
“vehicles” and “roads” via information communication or
other communication products to improve transportation safe-
ty and efficiency and achieve goals of energy saving and car-
bon reduction. [11] A VII system is applied research that le-
verages a series of advanced technologies to enable direct
communication between vehicles and surrounding auxiliary
facilities. The original and primary goal is to improve road
safety. The basic premise of a VII system is to provide a direct
link between a moving vehicle and all adjacent vehicles.
These vehicles can communicate with each other, exchange
information about speed, direction, driving consciousness and
intension. Therefore, it can improve safety between vehicles
and simultaneously improve system sensitivities of automatic
emergency mechanisms (steering, decelerating, and braking).
This system also facilitates communication with road infra-
structure, which enables real-time traffic information of entire
road networks to be complete and provide beneficial
feedback.

2.2 Intelligent vehicle and cloud service

Vehicle technology can be extended from basic communica-
tion functions between two vehicles. When a user in a vehicle
wants to communicate with a user in another vehicle, a high
bandwidth is required for real-time video or voice transmis-
sion. When the bandwidth is sufficient and all vehicles con-
nect to a cloud for communication, communication between
two vehicles will become more diversified. In addition to pro-
viding information about approaching vehicles, vehicle tech-
nology can also be employed by a driver to communicate with
other drivers and can directly replace the mobile phone be-
cause a driver can communicate with any person online.

2.3 Delay tolerant network (DTN)

In addition to the Internet, numerous communication net-
works, including mobile devices with limited electric power
and satellites, are gradually evolving [12, 13]. Their commu-
nication technologies need to consider the unique requirement
of the communication environment. These communication
networks cannot use the transmission control protocol
(TCP)/Internet protocol (IP) and cannot communicate with
each other. They can only use a dedicated protocol for
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communication within their own system. Each of these com-
munication networks constitutes a region, and every connec-
tion inside a region exhibits similar communication
characteristics.

The boundary of different regions can be determined by
connection delay, connection connectivity, relative data speed,
error rate, addressing, reliability, and transmission quality. In
contrast with the Internet, these wireless networks exhibit the
following characteristics: long and varying delay, interrupted
transmission, high data error rate, and significantly different
relative data transmission rates. In addition to the Internet,
wireless networks include interstate road networks, combat
unit networks in battle fields and space networks. A proxy
mechanism is required to connect networks in different re-
gions, which can accommodate the characteristics of different
networks and serve the role of buffering between two net-
works with significantly different transmission speeds.

In a normal arbitrary network [14—17], even if node move-
ment will result in broken routes, most nodes are interconnect-
ed; however, due to some environmental factors and unstable
topology, packet transmission usually experiences some de-
lay. This random network is referred to as a delay network. A
delay-tolerant network exhibits characteristics such as high
delay, high error rate, and frequent network blackouts, which
is significantly different from a conventional Internet environ-
ment. Several vehicular network architectures are proposed
issues, such as DTN [18-20], vehicle delay-tolerant network
(VDTN) [21, 22], cooperative DTN [23].

3 System model

In this paper, an innovative, optimized and coordinated vehi-
cle recovery network system is designed and analyzed. This
system safeguards private property for all citizens, significant-
ly enhances an existing vehicle recovery and anti-theft system,
and improves the success rate for vehicle recovery. This study
is not only applicable to a single vehicle but also considers the
entire vehicle anti-theft communication network and connects
all individual vehicles to an innovative, optimized and coor-
dinated vehicle recovery network. Algorithms are investigated
and integrated to create a highly accurate, fast, safe, and effi-
cient innovative system that is capable of locating targets in
any environment, regardless of the length of the communica-
tion distance and whether the communication comprises in-
door or outdoor communication within a small area.

In this system, a Wi-Fi base station is equipped with a
hotspot network long-distance (HNLD) wireless system.
When Wi-Fi base station installation becomes more popular,
this system’s service range will be greatly expanded. A vehicle
anti-theft communication network that was previously inde-
pendent can be securely integrated. We explain how to use a
HNLD wireless system to send an alarm message for a stolen
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vehicle. A black box with a HNLD wireless system is installed
in a vehicle.

We apply the concept of a HNLD wireless system and use
this method to design a vehicle black box. The idea is to
design a seamless network that expands from small-scale or
indoor communication to large-scale or outdoor communica-
tion and is suitable for long-distance communication. This
system also exhibits wireless characteristics with superior pen-
etration and is suitable for all types of indoor communication.
In addition, it is the largest wireless radio signal-based free
network community and extends small-scale movable multi-
angulation positioning to a large-scale vehicle recovery and
anti-theft system.

Because a GPS satellite positioning system cannot receive
sufficient data for an alley or indoor area, the signal strength
will be significantly attenuated in an indoor environment. If
the receiver sensitivity enhancement is insufficient, a solution
must be obtained to address this problem. The mesh network
concept and HNLD wireless system can be employed for lo-
cation measurement and calculation without the need for ad-
ditional hardware and network infrastructure. Measurement
based on a HNLD wireless system in conjunction with satel-
lite technology can realize fast and complete region position-
ing that extends beyond movable, multi-angulation position-
ing in a small area.

We plan to employ an algorithm as the movable multi-
angulation positioning mechanism, which integrates triangula-
tion and a gossip algorithm. It can provide effective location
information in a small area for indoor or outdoor environments
and perform continuous tracking. It can also immediately attain
the accuracy of a small range in various environments, includ-
ing urban and indoor areas. Therefore, a user can gain indoor
access to a locating service with reliable operation and fast data
collection. This system not only ensures the availability of fast
and accurate location information but also effectively reduces
the cost and power of a terminal device because an expensive
network infrastructure update is prevented.

This study employs a movable multi-angulation position
method to calculate the accurate location. In a conventional
object positioning method, relevant data are collected for a
single object to initiate the positioning calculation, that is,
the object that can be located needs to continuously provide
its own messages. Some messages may not be accurate, which
will significantly reduce the positioning accuracy. In a typical
living environment, some messages are broadcasted or the
collection method may be fast and encompass a large area.
The proverb “good news stays indoors while bad news has
wings” can be interpreted as “the gossip message’s propaga-
tion and influence are very impressive.” We can employ this
method as the data collection method for the positioning.
Therefore, this positioning method will use the triangulation
concept in conjunction with gossip data collection for
positioning.

In this study, we will explain the theory that serves as
the basis of the triangulation. It uses a fixed point or
mobile information exchange process for positioning.
Regarding the information exchange, we plan to exchange
information via the gossip data collection method. When
vehicles approach each other, they will exchange recently
collected data, consolidate the data and make decisions.
For example, if a vehicle at a crossroad receives a theft
alarm message from a stolen vehicle, this message will be
transmitted via a gossip transmission network. Over time,
all people will receive this information and the police and
the owner of the stolen vehicle will be informed to enable
handling of the case.

We propose an innovative design based on the concept
of free and sharing. As shown in Fig. 1, a black box is
installed in a vehicle as a hotspot network long-distance
wireless signal transmission device. When a vehicle alarm
mechanism is triggered and a vehicle is driven by an in-
truder, the vehicle owner will receive audio and visual
notification via a handheld receiver that can successfully
receive information in any environment. At this moment,
the vehicle owner can press an emergency button to send
a Car ID signal for vehicle locating. We must search the
received information to locate the stolen vehicle or obtain
information regarding its destination. The stolen car’s Car
ID will be simultaneously transmitted by adjacent vehi-
cles. If this system is installed in vehicles nationwide, the
vehicles can be connected to form a meshed wireless
communication network. When an optimized and coor-
dinated vehicle recovery network system becomes
more robust and has a large installation base, vehicle
recovery and protection systems in Taiwan will become
more comprehensive and will significantly decrease the
vehicle theft rate.

We denote each vehicle as Cx={C;,C>,...,C;}, each vehi-
cle include the license plate number. The Car;p comprises the
following categories of information: the driver’s gender d; €
Amate> Afemale; vehicle number vyp; and vehicle type cyenicre €
brand of vehicle. The Car;p function is assumed to be
Unicode and the corresponding signal is modeled as
Carpp=Variverldis Cvenicie] * vip, where Carp(d;) denotes
driver’s gender; Car;p(cyenicie) denotes brand of vehicle; and
Carp (vip[n]) denotes vehicle ID number.

As shown in Fig. 2, cities contain many vehicles; these
vehicles may be equipped with a communication device for
V2V communication and hotspot communication between a
vehicle and a stationary building.

When a hotspot device receives a transmitted theft
alarm message, it will transmit this message to a cyber-
physical alarm system (CPAS) server center. When the
system receives this message, it will separate the theft
alarm into two parts: the message will be calculated
and analyzed via the proposed gossip mechanism and
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Fig. 1 System network
environment

adaptive goal programming and the vehicle position data
will be processed by a maximum likelihood (ML) meth-
od to estimate the most likely location and the location
data will be constantly updated. In addition, the generat-
ed data will be sent to a police vehicle and the owner of
the stolen vehicle.

When the vehicle alarm mechanism is triggered and the
vehicle is driven by an intruder, the searcher of the stolen
vehicle (alarm message receiver) will locate the vehicle based
on the theft alarm message. At this moment, the owner of the
stolen vehicle search for the vehicle using the alarm message
receiver and numerous vehicles equipped with these devices
also receive theft alarm messages. Thus, the vehicle owner
will receive audio and visual notification via a handheld re-
ceiver and successfully receives information in any
environment.

As shown in Fig. 3, the stolen vehicle will automati-
cally send the stolen vehicle’s Car ID, location and direc-
tion to adjacent vehicles and stationary hotspot devices.

L

carm J
4

The message received by mobile devices will be sent to
nearby stationary hotspot devices. When a hotspot device
receives a message (Cargen, location, and direction), it
will send the message to the CPAS, which will calculate
and update Carg,., (location and direction). The calcu-
lated data will be transmitted to a police vehicle via sta-
tionary hotspot devices, and a message will be constantly
updated to intercept the stolen vehicle.

We present a connected network of n cars with a con-
nectivity graph G=(V,E). This network graph G changes
over time in terms of V and E. Each car, i € V, has its
own information denoted by x;. The information x; can
be thought of as a collection of bits, a packet or even a
real number. The interest is in spreading or disseminating
this information to possibly different subsets of nodes in
V. The car wishes to compute a function fi(x,,...,x,) using
a gossip mechanism. Under a gossip mechanism, the op-
eration of any car, must satisfy the following properties:
1) The mechanism should only utilize information

Vehicles Y V2R communications
TS Hotspots 4 Messages
*\f Building Cvh Goassip Adaptive goal
P e > yber mechanism rogrammin
“O——0- Building physical prog € Recommendation
V2v : ; ; alarm to Cary
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Fig. 2 coordinated vehicle recovery network system model
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Fig. 3 Diagram of the state transition system

obtained from its neighbors; 2) The mechanism does not
require synchronization between car i and its neighbors.

Because information is propagated, some information
will not be transmitted to locations near the stolen vehi-
cle. A vehicular system is a mobile system; thus, an
adaptive and goal-optimized decision rule should be
employed to calculate and analyze the closest and most
reliable information and to notify the driver and police.
This study uses Adaptive Goal Programming to solve
an optimization problem. Goal programming is a type of
linear programming that was proposed in 1961 by
Charnes et al. Goal programming can solve a goal opti-
mization problem and problems with conflicting goals.
Goal programming can consider user strategy and known
information, decide priority based on each goal’s rela-
tive importance, or assign different weights within the
same priority to help evaluate the likelihood to achieve
predefined goals. It can also generate concrete numbers
to facilitate subsequent comparison, selection and analy-
sis. Conventional linear programming only seeks the
maximum or minimum value of the objective function
under constraint. When the maximization or minimiza-
tion condition is satisfied, the optimization goal is
achieved. Goal programming focuses on the outcome of
the system operation or resource utilization, plans the
outcome of an individual target for given conditions,
and determines the minimum gap between the goal and
the outcome.

We use priority-based goal programming in system
design. Goal importance has different priority levels,
and each goal has a different level of importance, that
is, the priority of each goal is in hierarchical order. Thus,
goals are sorted according to priority and then solved in
this order. The solution for a goal with higher priority is
used as the constraint for a goal with lower priority. For
instance, when the first priority goal has been solved, the
obtained solution is employed as the constraint for the

second priority goal; then the second goal is solved. In
parallel goal programming, no priority difference is ob-
served between goals and the goal item with greater im-
portance will be assigned a higher weight. The general
formula is as follows:

K K
Minz = Zk:lwkdk t Zk:lwl_:d/j (1)
s.t.

Goal constraint
In the formula,

py 1ijxj+d1;_dl:=gi, Vi

Y.~ 1¢kY; represents the attribute
d;— dj, represents the deviational
variable

g; represents the target

Y14 < (=2)b;, Vi
n,p;=20 ,Vi x;>0 ,Vj
n,-><p,-:0 R Vi

Function constraint
Non-negative constraint

Complementary relation

The design in this study uses priority-based goal program-
ming, in which the goal priority is assigned by the decision
maker. Goals at each stage are optimized. The optimum solu-
tion for goals with higher priority will not be affected and
compromised by goals with lower priority. Therefore, this
system’s objective formula is as follows:

Min Z = {n;,p;}

s.t.

S ) dmpi=bi Vi= 1.2, m =12,
nxp,=0,Vi=12"m
ni, p;>0, Vi=1,2,-"-'m
x;20,Vj=1,2,""n

(2)

In the formula, xj: each model’s decision variable; b;: each
model’s objective; a;; regression coefficient; n;: negative
deviational variable when the (i)# objective is underachieved;
pi: positive deviational variable when the (i)th objective is
exceeded; ni x pi= 0: positive and negative deviations cannot
co-exist

Triangulation is the most commonly used algorithm in the
positioning system; its principle is to use three anchor points
with known location information to determine the location of
a test point. If the distances from the test point to the anchor
points and the coordinates of the anchor points are known, the
test point’s coordinates can be calculated. The target that needs
to be located employs distance measurement technology (e.g.,
radio signal strength, RSS) to estimate the distance from itself
to each reference point. If the distances to three or more ref-
erence points are known, the location can be estimated, as
shown in Fig. 4a. For instance, a GPS employs this method
for positioning.

Figure 4a shows the case of an ideal situation; an actual
situation will be more complex. In most circumstances, three
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Fig. 4 (a) Schematic diagram of trangulation; (b) Schematic diagram of
trangulation deviation

circles will not intersect at a single point; thus, the condition of
three concurrent circles cannot be used to determine the final
positioning point, as shown in Fig. 4b. Therefore, the maxi-
mum likelihood method is typically used to estimate a target
object’s location. r,, rg, and r¢ .represent the distances esti-
mated from the reference points A, B, C, respectively, and the
minimum oy, is used to determine the target object’s location.

oo = [Vl + O ra + [l + 0
i + 0o

(3)

If an object that needs to be located is continuously mov-
ing, then three or more fixed reference points must be con-
stantly identified to estimate the object’s location. This pro-
cess will significantly affect positioning accuracy and speed.
In this paper, each fixed point is assumed to be equipped with
a hotspot network long-distance wireless referral work station
and every mobile point (e.g., vehicle and people) will be
equipped with a hotspot network long-distance wireless signal
device. Vehicles will exchange data with hotspot network
long-distance wireless signal base stations in buildings and
adjacent vehicles.

In addition to the use of three fixed points (hotspot network
long-distance wireless signal base station in buildings) as ref-
erence, information from mobile points (vehicle or people
equipped with hotspot network long distance wireless signal
device) can also be used as a reference. Using this concept, we
use the principle of triangulation and significantly increase the
number of reference points to obtain more abundant informa-
tion for reference, which improves the positioning accuracy
and speed.

Suppose there is a sample x;, x»,...,x, of n independent
and identically distributed observations coming from a
distribution with an unknown probability density function
fo(®). It is, however, surmised that the function f; belongs
to a certain family of distributions {fy(¢|6), 6€©}, where
is a vector of parameters, called the parametric model, so
that fo=1(¢|0). The value 6, is unknown and is referred to
as the true value of the parameter vector. It is desirable to
find an estimator 0 that is as close to the true value 6, as
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possible. Either or both of the observed variables x; and
the parameter 6 can be vectors.

To use the method of maximum likelihood, one first spec-
ifies the joint density function for all observations. For an
independent and identically distributed sample, this joint den-
sity function is

5 X%n0) = f(xal0) X f(x2]0) x ... f (xal0) - (4)

The maximum likelihood estimator coincides with the
most probable Bayesian estimator given a uniform prior dis-
tribution of the parameters. The maximum a posteriori esti-
mate is the parameter 6 that maximizes the probability of ¢
given the data, given by Bayes' theorem as:

S (x1,x2, ..., x,|0)P(0)
P(x1,X2, ..y Xp)

.f(xlvxzv ..

P(Olx1,x2, .0 x,) = (5)
where P(0) is the prior distribution for the parameter 6, and
P(x1, x5,..., x,,) is the probability of the data averaged over all
parameters.

Because the denominator is independent of 6, the Bayesian
estimator is obtained by maximizing P(xi, X»,..., X,, | 8 )P(0)
with respect to 6. If we further assume that the prior P(0) is a
uniform distribution, the Bayesian estimator is obtained by
maximizing the likelihood function f{x, x,,..., x, | 8 )P(0).
Thus, the Bayesian estimator coincides with the maximum-
likelihood estimator for a uniform prior distribution P(6).

For the normal distribution N(p, %), which has probability
density function

u,oz): ! e<_%) (6)

2wo

e

n

a:x:Zi:Ixi/n

where X is the sample mean.

Based on the definitions, the likelihood function and the
maximum likelihood estimator of u, the mean weight of all
locations, can be identified. Using the given sample, the max-
imum likelihood estimate of 4 can also be determined. Next,
we investigate how to improve the vehicle recovery efficiency
using the relevant network transmission method.

4 VDTN:s for vehicle recovery system

We know that hotspot network long-distance wireless signal
coverage will affect a vehicle recovery system’s success rate.
An optimized and coordinated vehicle recovery network sys-
tem’s hotspot network long-distance wireless signal systems
are fixed manual installations. However, signal coverage is
highly dependent on the installation location. Due to con-
straints such as installation permission, cost and landform, a
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server may not be installed in the originally planned area,
which will produce incomplete signal coverage.

When a stolen vehicle travels out of an area that is covered
by a hotspot network long-distance wireless server signal, the
broadcasted alarm information cannot be received and trans-
mitted. To address the problem of low vehicle recovery suc-
cess rate, we use a VDTNs communication protocol, which is
a very popular technology in the area of ultra-long distance
network transport, as the solution.

Therefore, the characteristics of a VDTN are employed,
and ordinary passing by vehicles will function as cruisers that
collect the stolen vehicle’s wireless signal and Car ID. When a
cruiser has a GPS self-positioning signal, two vehicles can
exchange information with each other. At this moment, the
cruiser will search the access point that can report to the server
and send this discovered signal to the vehicle owner or police
station.

A VDTN is a network environment that is insensitive to
time delay, environments of mobile devices with limited elec-
tric power, satellite communication, and incomplete network
coverage. These networks have the following characteristics:
long and varying delay, transmission interrupt, high data error
rate, and significantly different relative data transmission
rates, which are situations addressed by a DTN.

In a conventional arbitrary wireless network, the
routing protocol assumes that the entire network is con-
nected. Even if node mobility will create or terminate
some connections, most nodes are connected. Network
connection is intermittent; the connection between nodes
will change over time; and new connections will be cre-
ated or existing connections will be terminated. In these
situations, a node typically has a queue for temporary
packet storage; when a new connection emerges, it can
continue packet transmission. When a network connec-
tion is unstable, each packet transmission will experience
a long delay; this vehicular arbitrary wireless network
can be referred to as a VDTN.

To improve the performance of a VDTN and improve the
routing success rate, a buffer is added to a node to temporarily
store unsent packets; when a connection condition improves
in the future, transmission can be continued. The main goal of
a VDTN is to provide a comprehensive bi-directional commu-
nication method in heterogeneous networks and to provide an
acceptable network performance in the environment of packet
loss, excessive delay, error, and temporary connection
disruption.

Next, we describe a vehicle recovery system’s VDTN and a
hotspot network device’s long-distance wireless signal. Signal
connection disruption is caused by the relatively long distance
between a hotspot network server and a stolen vehicle. Thus,
we implement the delayed packet transmission in a vehicle
with a hotspot network transmitter and convert it to a trans-
mission relay station between a stolen vehicle and a hotspot

network server. Any vehicle can receive a message from a
stolen vehicle’s hotspot network device and transfer it to a
hotspot network server. Its operational mode and function
are as follows:

When the theft condition is satisfied, a vehicle periodically
sends a stolen vehicle message (SVM) via a hotspot network
device, as shown in Fig. 5-(1). The stolen vehicle will be
suspended, which will send a Beacon packet to announce
information, such as subsequent encapsulation action and op-
eration schedule, hibernate duration. Then, it will send an
SVM, receive server ACK information (SA) from the hotspot
network device, trigger sensing and scaring (SS) action in the
stolen vehicle, and remain in a hibernation state to save elec-
tric power (Inactive). Because a stolen vehicle is in a station-
ary state, a thief has limited options or may already have
escaped from the vehicle. Therefore, actions do not need to
be executed in every cycle. If the stolen vehicle is moving, the
thief should be inside the vehicle; therefore, SS actions should
be continuously executed and monitored in the stolen vehicle,
as shown in Fig. 5-(2).

When the stolen vehicle does not receive an ACK re-
sponse, the vehicle is not in the hotspot network long-
distance wireless signal server’s communication range and
the stolen vehicle’s transmission strategy will switch to DTN
mode. As shown in Fig. 5-(3), (4), a stolen vehicle will specify
DTN mode in the Beacon packet, vehicles that pass and re-
ceive this Beacon packet will pass the ACK message to the
stolen vehicle and transmit the stolen message to the hotspot
network long-distance wireless signal server. The difference
between diagrams 5-(3) and 5-(4) is that the stolen vehicle is in
a different state: stationary versus moving.

However, if an ordinary vehicle needs to receive an SVM,
the SVM transmission period (SV period) should not be ex-
cessive. Whether an ordinary vehicle can receive a Beacon
packet when it travels through a hotspot network long-
distance wireless transmission area should be considered.
Therefore, the message transmission period and duration
should be determined by factors such as its driving speed,
ordinary vehicle’s estimated speed, and hotspot network
long-distance wireless transmission range, which are included
in the following formulas:

T;

SV Period = —————
Viy + Vsv

(7)

where T, is the hotspot network long-distance wireless trans-
mission range (diameter); V,,, is the upper limit for the vehicle
speed on a common road; and Vy, is the speed of the stolen
vehicle. We assume that an ordinary vehicle’s driving direc-
tion is in the opposite lane, and deduce that the maximum
relative speed of an ordinary vehicle versus stolen vehicle is
[Viw T V|- The calculated SV Period is used as the message
transmission period.
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Fig. 5 Vehicle periodically sends [ : Beacon [ : server AcK [] : stealing situation
SVM via a hotspot network long- [[] - stolen Vehicle Message [l : Vehicle ACK
distance wireless signal Beacon
—il— v ' '
(1) —m (- w1
(2) [svmBAlss [ e |
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(3) [[svw |SAI S| [ I . I .
(4) [l I [ . | . |
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i Inactive |

i SV Period

When an ordinary vehicle receives the DTN mode stolen
message outside of the signal range of the hotspot network
long-distance wireless server, it saves this information packet
in a buffer and continues to detect other SVMs or hotspot
network long-distance wireless servers. When this vehicle ap-
proaches the first hotspot network long-distance wireless serv-
er, it sends an SVM to the server to complete its mission as a
DTN transmission relay station.

This model assumes that each driver in the following vehi-
cle maintains a safe distance from the leading vehicle and the
deceleration factor is taken into account for the braking per-
formance and drivers’ behavior. The complete mathematical
model is given by

S’=L+ BV +4V? (8)

where S’ is the headway spacing from the rear bumper to rear
bumper, L is the effective vehicle length in meters, and Vis the
vehicle speed in meters/second. 3’ is the driver reaction time
in seconds, and the -y coefficient is the reciprocal of twice the
maximum average deceleration of the following vehicle.

The car-following model is extended to the road level by
replacing the lane-level reaction time (3° with a road-level
inter-arrival time (. The lane-level car-following model can
be generalized as

S = Lyin+ BV 9)

where L,,;, is the minimum spacing between any two adjacent
vehicles, which is assumed to be zero in this study.

This system uses a Fon commercial network system as a
reference and installs a hotspot network long-distance wireless
signal transceiver in the Wi-Fi base station. The user can ac-
tivate this system’s free notification function by sharing Wi-Fi.
When the Wi-Fi base station installation becomes more pop-
ular, the system’s service range will be significantly extended.
The previously disconnected vehicle anti-theft communica-
tion network can be securely integrated. This system uses light
radio Wi-Fi. The solution incorporates wireless and IP tech-
nology. High-capacity and safe Wi-Fi seamlessly connects
vehicle terminal devices. Light radio multi-standard
Femtocell and Metrocell systems incorporate a Wi-Fi option.
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Among them, Metrocell provides high network capacity and
wide network coverage in densely populated areas such as
downtown areas and airports. Femtocell is employed as a
personal base station to expand residential areas and to enable
users to automatically switchover between mobile network,
home Wi-Fi or public Wi-Fi hotspots. Femtocell requires nei-
ther a separate login nor extra charge, and the switchover
speed is extremely fast. This technology will implement the
previously mentioned function via three methods: it uses soft-
ware to help users automatically identify, switchover, and con-
nect in areas covered by trusted Wi-Fi networks and to im-
prove network capacity.

5 Simulation and discussion

In this section, we present the simulation and discussion of a
vehicle-infrastructure integration using the CPAS mechanism
under an urban environment. Table 1 shows the simulation
parameters and the range of values. The chosen parameters
should resemble those of high network density urban areas.

In the current study, we assume that in a real-world vehicle
network environment, a vehicle’s speed is affected by the
Doppler effect and by any data communication’s success rate
on the spectrum sensing problem. After we simulated and
analyzed the different numbers of vehicles and the different
vehicle speeds through MATLAB, we considered many fac-
tors, including the simulation area, number of vehicles, num-
ber of lanes, number of intersections, distance between inter-
sections, RSUs, and adjustable vehicle speed. This paper eval-
uates the performance of the proposed scheme. This work
randomly distributes 250 to 1800 vehicles in a 5.0 x 5.0 km?
field.

Figure 6 shows an analysis of the time required to track a
stolen vehicle and the number of vehicles in the city. Three
mechanisms are investigated and compared, including the ran-
dom work mechanism, the mobile mechanism and the pro-
posed CPAS mechanism. The random work mechanism de-
scribes the time required for alarm processing when vehicle
theft occurs in normal conditions. The police station will
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Table 1  Simulation parameters

Factor Range of values
Simulation area 5.0%5.0 km?
Number of vehicles 250-1800
Number of lanes 2 per direction
Distance between intersections 350 m

Distance between RSUs 500 m

Vehicle speed 10— 70 km/h

notify the police in the region to patrol and track within a
region. Although other nearby vehicles may occasionally dis-
cover and send notifications, the number of nearby vehicles
will affect the time required to discover the stolen vehicle.
Because the stolen vehicle is moving at high speed, it requires
a large amount of time to search and track the stolen vehicle
and arrest the thief.

Then, the mobile mode is analyzed and compared. In mo-
bile mode, an ordinary vehicle is equipped with a high-tech
positioning module. When a vehicle is stolen, it will periodi-
cally send vehicle positioning information and vehicle posi-
tioning information via a message to the vehicle owner and
relevant vehicle security guard. Due to a vehicle’s highly mo-
bile nature, which belongs to the large-area positioning mode
and different landforms, positioning information signal may
be attenuated or become completely lost despite the availabil-
ity of vehicle positioning information. Although the coordi-
nated search time is shorter than the duration in conventional
mode, it requires a significant amount of time.

As shown in Fig. 6, when the number of neighboring ve-
hicles increases in the case of the random work and mobile
mechanism, an increase in adjacent vehicles around the city
may increase the likelihood of a stolen vehicle case report,
which facilitates the analysis in areas with concentrated

=
o

O R N WAL O 0L

Search time of stolen car normalized

250 500 750 1000 1400 1800
Number of vehicles (C,)

M random work
B mobile mechanism

our proposed mechanism (CPAS)

Fig. 6 Search time of stolen car for number of cars

message propagation. Thus, police in this area may require
less time to track a stolen vehicle and arrest the thief.
However, the proposed CPAS mechanism can take advantage
of the increased number of vehicles. The gossip protocol in
conjunction with the adaptive goal programming’s selection
mechanism can yield the desired results and quickly search
and retrieve a stolen vehicle.

Next, the number of vehicles that have received stolen ve-
hicle message notifications is compared and wait periods prior
to the arrest of a vehicle thief are analyzed. Figure 7a shows
the average wait period prior to arrest for three mechanisms,
including the random work mechanism, mobile mechanism
and proposed CPAS mechanism. The proposed CPAS mech-
anism employs gossip protocol to collect messages from ad-
jacent vehicles and incorporates the adaptive goal program-
ming’s selection mechanism. Thus, the proposed method re-
quires less time to complete the arrest. Although the remaining
two mechanisms have a multi-point case reporting method as
well as information and case location analysis, they cannot
narrow information and do not have an accurate positioning
method and highly efficient DTN communication protocol.

Due to diversified road conditions in an urban environ-
ment, such as buildings, corners, and crossroads, search
and tracking can be time-consuming if police vehicles are
the only employed vehicle. Next, we investigate coordi-
nated information transmission using police vehicles, ad-
jacent vehicles and stationary buildings to achieve a
higher tracking success rate. As shown in Fig. 7b, the
analysis and comparison of different mechanisms indi-
cates a tracking success rate that surpasses other cases
when vehicle and hotspot percentages are each 50 %.

The proposed CPAS mechanism for this system is investi-
gated. A DTN-only configuration is compared with a gossip-
only configuration and the packet loss ratio is analyzed, as
shown in Fig. 7c. Various communication transmission dis-
tances are addressed; when the communication area expands,
the DTN protocol can compensate the flaws of wireless trans-
mission in a large area. Therefore, the proposed CPAS mech-
anism can achieve a low packet loss ratio in various environ-
ments, including large or small areas: in small areas, gossip
can be employed; in large areas, a DTN can be employed.

The information propagation success rate is analyzed.
Figure 7d shows and compares four different conditions, in-
cluding integrated gossip and DTN for vehicles at speeds of
approximately 50 or 80 mph, and two other cases with only
the DTN or gossip mechanism. Various communication dis-
tances are used to analyze the information propagation success
rate. For short communication distances, the success rates of
four different conditions exhibit a relatively high level, with an
increase in communication distance, and the success rates for
different conditions begin to significantly vary. We also dis-
cover that the Doppler effect is insignificant in urban areas
when vehicle speeds are less than 90 mph.
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Fig. 7 (a) Average waiting time
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6 System evaluation

In addition to system simulation and analysis, we also
implement a modularized prototype of a vehicle road in-
tegration positioning system. Figure 8a shows the trans-
mission of information from hotspots installed in station-
ary urban buildings to a CPAS server for additional cal-
culations. Figure 8b shows that a hotspot is installed in

1

(a)

(d)

vehicle to facilitate V2V and vehicle-to-infrastructure
wireless information transmission. During software devel-
opment, open system and architecture and the OpenWRT
design model are combined. Different mechanisms and
applications are compared, and the mobile mechanism is
also simulated and analyzed. The modularized prototype
is implemented and a comparative analysis is performed,
as shown in Fig. 8c.

3

“‘..k.""'b"

(b)

Fig. 8 (a) Hotspots installed in stationary urban buildings; (b) shows that a hotspot is installed in vehicle to facilitate V2V and V2I; (¢) Mobile

mechanism (GPS and SMS)
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7 Conclusion

In the paper, we propose an innovative design that opti-
mizes a collaborative vehicle-finding network system, the
design of vehicular cyber-physical alarm system and an
information fusion platform with the purpose of protecting
citizens’ private property, enhancing anti-theft systems and
increasing the chances of finding cars in a smart city to
make vehicles safer, more convenient and suitable for sus-
tainable development in urban areas. We design a cutting-
edge algorithm that provides an accurate, fast and safe
system for any environment, communication distance, in-
doors and even outdoors. We conclude that our proposed
protocol achieves substantial improvement of the success
rate for vehicle recovery, increases the success rate of
tracking, and reduces the search time in VANET environ-
ments. In the simulation, our mechanism was better than
others. We conclude that our proposed protocol achieves
substantial increases in the success rate of tracking, re-
duces the packet loss ratio, and reduces the search time
for stolen cars in cyber-physical alarm city environments.
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